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Introduction

Each Third Party Application not previously certified to interact with the LOC-AID LBS
Platform must go through a certification process. All applications interfacing with the LOC-
AID Web Services will require a digital certificate for authentication of the application.

There are two main steps that need to be completed in order to complete certification:
1. Download the LOC-AID Web Services certificate
2. Import the LOC-AID certificate into your application

Download the LOC-AID Web Services Certificate

Before you import the LOC-AID certificate into your application, first you will need to
download it from our website. To download the certificate, first go to the following URL:
https://ws.loc-aid.net/webservice

e Notel: To obtain a certificate from LOC-AID Web Services we recommend access
using Firefox (version > 4.0).

¢ Note2: In some instances, your browser settings may not allow you to navigate to
the LOC-AID certificate directly. If this is the case, you will have to follow your
browser instructions to make LOC-AID a trusted partner and grant an exception.

™ =)

|| Web Service | + | -

Date : Fri May 27 0:17 2011
Revision SVN : 4209

Click on this

Figure 1: Screenshot of Mozilla after navigating to https://ws.loc-aid.net/webservice
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Click on the verification icon (blue by default) that is in the top-left corner of Firefox and to
the left of the URL input box (see Figure 1). When the verification information box appears

(Figure 2), select “More Information”.

eno Web Service
J L] Web Service [ + l

[ ESETEHEY hitps: / /ws.loc-aid.net/webservice/

v e

You are connected to
loc-aid.net
which is run by
{unknown)

Verified by: VeriSign, Inc.

Your connection to this web site is encrypted to
prevent eavesdropping.

More Information,

Figure 2: Firefox/Mozilla screenshot after clicking on verification icon

Another dialog box appears (Figure 3), check the “View Certificate” button.
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e =
o 1 &2

General  Permissions  Security

Web Site Identity
Web site: ws.loc-aid.net
Owner: This web site does not supply ownership information.

Verified by: VeriSign, Inc.

View Certificate

Privacy & History

Have I visited this web site prior to today? No

Is this web mti storing information (cookies) on Yes
my computer!

Have I saved any passwords for this web site? No ’ Miew Saved Pasawaids ]

Technical Details
Connection Encrypted: High-grade Encryption (RC4, 128 bit keys)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it very difficult for unauthorized people to view information traveling between
computers. It is therefore very unlikely that anyone read this page as it traveled across the network,

Figure 3: Mozilla screenshot after clicking on More Information icon

This will bring up a “Certificate Viewer” dialog box (Figure 4). Select “Detail” tab and click
on “Export” button.
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eS|

Certificate Viewer"ws.loc-aid.net”

General | Details

Certificate Hierarchy
4 Builtin Object Token:Verisign Class 3 Public Primary Certification Authority - G2

aVeriSign Class 3 Secure Server CA - G2
wsloc-aid.net

Certificate Fields
awsloc-aid.net

4 Certificate

“Version

“Serial Mumber

-Certificate Signature Algorithm

L3

m

~Issuer

| aValidity ]
E--Nu:ut Before
Mot After

“Subject e

Field Value

Figure 4: Mozilla Certificate Viewer screenshot

Then, select a place and name where you will save the certificate. For example,

"c:\Locaid certificated\mycertificate.der" (Figure 5).
Important Note: Make sure you save the file as a .DER extension
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Save Certificate To File

)

M Com puter

. certificate

. Intel

. PerflLogs

. Users

File name:

&, Local Disk (C)

. MS0OCache B

.. Program Files
.. Prograrm Files (x8&)

.. ProgramData

— |
@i\;)L'LJ. < local Disk (C:) » Locaid Certificate - |41| | Search |'._o:9!'f." Ceﬁ'ﬁfm‘e L |
Organize = Mew folder 4= - @
& My Videos i Mame : Date modified Type
L Searches

Mo iterns match your search.

m

Change
extension
to .DER

- 4 P

Save as type: [X.SDEI' Certificate (DER)

ws.loc-aid.net.der ] /—/ -
//

= Hide Folders

P

X509 Certificate (PEM)
#5089 Certificate with chain (PEM)
¥.509 Certificate (DER)

X509 Certificate (PKCSET)
X509 Certificate with chain (PKCS57)
All Files

Figure 5: Screenshot of renaming certificate to .DER extension and downloading LOC-AID certificate

to your computer
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Import the LOC-AID Web Services Certificate into
your Application

Once you have downloaded the LOC-AID Web Services certificate, now you will need to
import it into your development environment in order to integrate it into your application.
We have provided instructions for doing so for the following development environments.

¢ Java Keytool and Glassfish users
e _.NET developers

Note that all steps must be completed in order to successfully import and use LOC-AID’s
certificate in your application.

Java Developers

Keytool

Keytool is a key and certificate management utility that is available as part of the Java
development kit (JDK). It stores the keys and certificates in a so-called keystore. Keytool
by default can only work with keystores of type JKS.

In order to use it, you must have JAVA’s JDK installed and you have to execute the
program through the system’s console.

To run the console’s system, left click on the start button and choose “run”. When the
dialogue menu appears, write “cmd” and click on OK.

All Programs D 7] Run...

'| Undodk Computer '| Log Off @ Shut Down
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- Type the name of a program, folder, document, or
= Internet resource, and Windaws will apen it for you,

Open: | emnd| v |

[ (8] H Cancel H Browse... ]

Figure 6: Opening the system console (Windows XP)

Navigation to the system console may be a little different depending on your version of
windows. Here is how to do it for Windows 7. Click on the Windows button to open the
“‘Run” dialog box. Type “cmd” where it says “Search programs and files”

»  All Programs

Programs (1)
Bl cmd.exe

=
' 5ee more results

|cr‘r1d| ® | | Shut down | |

Figure 7: Opening the system console (Windows 7)

Once the system’s console has been opened, run the “keytool” command. For example, in
order to see all the options that Keytool accepts, type “keytool - help” on the system’s
console.
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AWINDOWS\system32\cmd.exe

C:“certificates>keytool —help_

Figure 8: keytool — help for a list of all commands and options

All available options will appear after this as the following figure shows:

AWINDOWS\system32\cmd.exe

Fprintcert

—selfcert

—storepasswd

[—providerClass <provider_class_name?> [-providerfirg <arg>11 ...

[—v | —»fc] [-protectedl]

[-alias <alias>]

[-keysztore <{keystore>] [—storepass {storepass>]
[—ztoretype <storetype>]l [-providerName <name>]

[—providerClass <provider_class_name> [-providerArg <arg>11 ...

[-v] [-file <cert_file>]

[—v] [-protected]

[-alias <{alias>]

[-dname <dname>] [-validity <valDays>]
[-keypass <keypass>] [-sigaly <sigalg>]
[-keystore <{keystore>] [—storepass <storepass>]
[—storetype <storetype’>] [-providerName <name>]

[-providerClass <provider_class_name? [-providerArg <{arg>1] ...

[-v] [-new <new_storepass>]
[-keystore <keystore>] [—storepass <storepass>]
[—storetype <{storetype>] [providerName <name>]

[-providerClass <provider_class_name? [-providerfrg <arg>1]1 ...

C:wcertificates>

Figure 9: list of all keytool commands and options

Import Certificate

To import a “c:\certificates\mycertificate.der” certificate into a new

“c:\certificates\mykeystore.jks” storage file, you will need to run the Keytool command as

follows:

keytool -import -alias myalias -keystore mykeystore.jks -file mycertificate.der

Once the command has been entered in the system’s console, it will ask for the password

that will protect the storage file. Type: “mypassword”. Then it will ask if you trust this

certificate. Type: yes. The following figure shows the result:
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AWINDOWS\system32\cmd.exe

iC:“certificates>keytool —import —alias myalias —keystore mykeystore.jks —file my
certificate . der
Enter keystore password: mypassword
Ouner: CH=ws.loc—aid.net,. OU=Terms of use at www.verisign.com-srpa (c)@5, OU=Loca
tignugggregation Services, 0=LOG-AID Technologies Inc.. L=Boca Raton. ST=Florida
Issuer: CH=UeriSign Class 3 Secure Server CA, OU=Terms of use at https:- A wuw_ver
isign.comsrpa Cc)B5. OU=UeriSign Trust Network., 0="UeriSign. Inc.". C=US
Berial number: 47h67224ePB4cPeebBbead88cShdbfaeh

i : Sun Sep 14 19:88:88 GMT-B5:88 26888 until: Tue Sep 15 18:592:59 GMT-85

Certificate fingerprints:

MD5: bL5i: 1:10:92: BC 61:58:4F:AA:DF:63:89:CC:FF:AE

SHA1: 8B:D2:C2:C7:83 :E9:F7:B4:7C:E6:@1:04:8E:FA:48:B8:BY:74:AA
Trust this certificate? [hol: ye*
Certificate was added to keystore

C:~\certificates>

Figure 10: Importing the certificate

Parameters used for Importing are the following:

Option Description

-import This option indicates that Keytool will
import a certificate to the password and
certificate storage file. It should be the first
option to be placed. After this option, other
sub-options follow which are described
below in this table.

-alias <alias> Optional. Used to identify the certificate
inside storage.
-keystore <file_storage> The file for the password and certificate

storage file. If the file doesn’t exist, you
have to create it. If it exists, the password
should be the password that protects it.
-file <file_certificate> The file that contains the certificate.

List of Certificates

To list the existing certificates in the password and certificate storage, the following line
has to be typed on the system’s console and the system will request the password that will
protect the storage:

keytool -list -keystore mykeystore.jks

The result is shown in the following figure.
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» C:Y\WINDOWS\system32\cmd.exe

iC:“certificates>keytool —list —-keystore mykeystore.jks
Enter keystore password:

Keystore type: jks

Heystore provider: SUN
Your keystore contains 1 entry

myalias,. Oct 7. 2808, trustedCertEntry.
Certificate fingerprint (MD5>: 51:D3:21:1C:92:8C:61:58:4F:AA:=DF:63:82:CC:FF:AE

C:wcertificates?>

nypassword

Figure 11: List the certificate in password and certificate storage

Option

Description

-list

This option should be the first option to be given to
Keytool. It indicates that Keytool should show the
certificates contained in a certain password and
certificate storage.

-keystore <file_storage>

The file for the storage of passwords and
certificates. The file should exist.

Exporting Certificates

To export certificates, the following line has to be typed on the system’s console:

keytool -export -alias myalias -keystore mykeystore.jks -file mykeystore-backup.cer

When the program requests a password, type the password that is associated with the

password and certificate storage file. The following figure shows the result:
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e CAWINDOWS\system3 2\emd.exe -0 ﬂ

keystore—hackup.cer_

C:wcertificates>keytool —export —alias myalias —keystore mykeystore.jks —file my=

Figure 12: Export the certificate

The used options are described below:

Option Description

-export This option indicates that keytool will import the
certificate to the password and certificate storage. It
should be the first option to be placed. After this option,
other sub-options follow which are described below in

this table.

-alias <alias> Identifies the certificate in the certificate storage that
will be exported.

—trustcacerts Additional certificates are considered for the chain of
trust.

-keystore <file_storage> The file to store the passwords and certificates.

-file <file_certificate> The file that will contain the certificate.

Adding Security Certificates to Glassfish

JAVA's virtual machine has two — among many — parameters that overload the route of
the password and certificate storage file which is configured by default.

Glassfish makes use of these configuration parameters to define its own password and
certificate storage file. Specifically, Glassfish uses the following options:

ltem | Option | Description |
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1 -Djavax.net.ssl.keyStore Through this option the file is shown that
contains the passwords.
2 - Djavax.net.ssl.trustStore Through this option the file is shown that
contains the certificates.

These options are configured in the “domain.xml” file of a Glassfish application. This file
can be found in the configuration directory of the application:

“<DIR_INSTANCE>/config”

Where DIR_INSTANCE is the route of the directory of the application.

If Glassfish was installed by default, you use the directory of applications by default and
the application by default. For example, the directory for the installation of Glassfish is:
“C:\Program Files\glassfish”, then the directory for applications by default is: “C:\Program
Files \glassfish\domains” and the address of the application by default is: “C:\Program
Files \glassfish\domains\domain1”. This last value shall be named DIR_INSTANCE. The
route of the domain.xml file is:

“C:\Program Files \glassfish\domains\domainl\config\domain.xml’

In the “domain.xml” file, make a search for the variable value “-Djavax.net.ssl.trustStore”,
and you'’ll obtain a similar entry as the following one:

<jvm-options>-
Djavax.net.ssl.trustStore=${com.sun.aas.instanceRoot}/config/cacerts.jks</jvm-options>

The value ${com.sun.aas.instanceRoot}/config/cacerts.jks represents the complete route
of the password and certificate storage file that Glassfish uses. The parameter
“${com.sun.aas.instanceRoot}" is the same as DIR_INSTANCE, and by replacing its value
you’ll have the complete route.

“C:\Program Files \glassfish\domains\domainl\config\ cacerts.jks”
On the other hand, if the certificate is found in the following route:

“C:\certificates\locaidNet.der” ,and the protection password for the storage file is “admin.”,
the Keytool command will be as follows:
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keytool -import -alias ws.loc-aid.net -trustcacerts -keystore cacerts.jks -file
C:\certificates\ws.loc-aid.net.der

e C:AWINDOWShsystem32hcmd. exe

C:“Program Fileswglassfishswdomains“domainlsconfigXkeytool —import —alias ws.loc—
aid.net —trustcacerts —keystore cacerts.jks —file C:incertificates™ws.loc—aid.net
.der

Figure 13: Adding the certificate to Glassfish security

Note: The protection password for the certificate storage file is defined when Glassfish is
installed.

.NET Developers

Import Certificate

Run Windows Explorer and look for the program that administers certificates called
“certmgr.msc” in the “C:\windows\system32” directory.
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& cystem32

File Edit Wiew

Favaribes

eBack - \_/l lﬁ

Tools

Address |3 CAWINDOWS|systema2

Search Companion

search for?

Wwhat do you want to

x

Pickures, music, or video

Daocuments {word
processing,

spreadsheet, ete.)
All files and Folders
Computers or people

&) Information in Helo and ™

Type: Microsaft Common Console Document Date Modified: 90122008 12:44 41,9 KB

Help
p Search ‘l{.- Folders |'$ Ljfs x m v

Size
42 KB
41 KB
lgu:om|:nn'u;n'ul:.rnsu: 35 KB
devmgmt.msc 33KE
ﬂ: dfrg.msc 41 KB
gdiskmgmt.msc 33 KB
E Eeventwwr . msc S6 kKB
LA fsmgmt. msc 32 KB
Bﬁ gpedit, msc 35 KE
%Iusrmgr.msc 42 KB
% nkmsmar. msc 26 KB
% nkmsoprg.msc 33KB
perfron. msc 57 KE
ﬁrsop.msc 44 KB
ararnd e VR

4

v|GD
Y

Type
Microsoft Common ..
Micrasaft Common ..
Micrasaft Common ..
Microsoft Common ..
Microsoft Common ..
Micrasaft Common ..
Microsoft Camman ..
Microsoft Common ..
Microsoft Common ..
Micrasaft Common ..
Microsoft Camman ..
Microsoft Common ..
Microsoft Common ..
Micrasaft Common ..

MlicememFE T ararasn —

| >

'3} My Computer

Figure 14: Navigate to the certificate administration program

Double-click on the “certmgr.msc” icon. When the “Certificates” window appears select the

“Enterprise Trust” option. Click right on that option. Go to “All tasks” -> “Import...”

2 Certificates

File  Action  View
| M|

Help

-1-[_1 Personal
[ Certificates

—1-[_7) Erterprise Trust
{29 Certificates

4+ Trusted People

<

|@ Certificates - Current User
+1-|_1 Trusted Root Certification Autho

+-[_] Intermediate Certification Author
+ [:I Ackive Directary User Object
+1-[_7 Trusted Publishers

+1-[_] Untrusted Certificates

+1-[7] Third-Party Root Certification Au

+)-[_]] Certificate Enrollment Requests

2
Issued To Issued By Expiration Date
There are no ikems ta shaw in this view,
| B >

Enterprise Trust store contains no certificates.

The window on the certificate import will appear. Click on “Next >”.
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Certificate Import Wizand @

Welcome to the Certificate Import

Wizard

This wizard helps vou copy certificates, certificate trusk
lists, and certificate revacation lisks From vour disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data or ko establish secure network.
conneckions, & certificate stare is the system area where
certificates are kept.

To continue, click Mext,

ek > |[ Cancel

Now, click on “Browse”

Certificate Import Wizard @

File to Import
Specify the file vou want to import,

File name:

|

Maoke: More than one certificake can be stored in a single file in the Following formats:
Personal Information Exchange- PKCS #12 (.PF%,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7E)
Microsoft Serialized Certificate Store (L55T)

[ < Back. ” Mext = l[ Cancel ]

When the dialogue screen appears, select file to import. Look for and select the obtained
certificate of the last step. Click on “Open”. On the following screen, click on “Next”
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Look jn: |l'j' certificates V| Q2 e E

g Edmycertificate, der’

My Recent
Documents

©)

Deskbop

@

My Documents

by Computer

File name: | b | I Open ]

MyNetwork  Filesoftype: | AllFiles () v | Cancel |

X)

Certificate Import Wizard

File to Import
Specify the File vou wank ta import.,

File name:

Cihcertificatest mycertificate, der ‘ | Browse... |

Mote: Maore than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (PYE)

Microsoft Serialized Certificake Store (V55T

< Back ][ Mext = ]’ Cancel
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Certificate Import Wizard g|

Certificate Store
Certificate stares are system areas where certificates are kept.

Windows can automatically select a certificate store, or wou can specify a location For

() Automatically select the certificate store based on the type of certificate

(%) Place all certificates in the Following store

Certificate store:

Enterprise Trusk

< Back ” Mext = ]’ Cancel

Finally, click on “Finish”.

Certificate Import Wizard

Completing the Certificate Import

Wizard

ou have successfully completed the Certificate Import
wizard,

ou have specified the Following settings:
Certificate Store Selecked by User  Enterprise Trust

Content Certificate

File Mame Cihcertificatesimycer

< >
[ < Back H Finish ] [ Cancel

Figure 15: Screenshots showing process to import certificate into

The following screen tells you that the import of the certificate was successful.
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Certificate Import Wizard E|

-
J) The import was successhul,

8 Certificates E'EHE'
File  Action View Help

S]] @

|@ Certificates - Current User Issued To Issued By | E:xpiration Diake
= (1 Personal Ews.loc-aid.net Verisign Class 3...  9{15/2009

[Z7 Certificates
+-[_1 Trusted Rook Certification Autho
= D Enterprise Trust

4 Certificates
+1-[_] Intermediate Certification Authar
+ D Active Directory User Object
+-(_] Trusted Publishers
+1-[Z1 Untrusted Certificates
+-[_1 Third-Party Root Certification Au
+|-[_1 Trusted Peopls
+-[_] Certificate Enrollment Requests

£ | 2 |£

.4

Enterprise Trust store contains 1 certificate.

Figure 16: Successful import

Note: The "VeriSign Class 3 Secure Server CA" certificate should be installed in Windows
certificate administrator. That's the entity that certifies the https://ws.loc-aid.net site. If this
certificate is not installed in the Windows administrator, then the .NET applications cannot
access the services offered by LOC-AID LBS Aggregation Platform.
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About LOC-AID Technologies

LOC-AID operates the world’s largest mobile location data gateway and manages the
most secure, privacy-protected platform for wireless providers including Verizon
Wireless, Sprint, America Movil, TelCel, Bell Mobility, AT&T and TELUS. Based in San
Francisco, CA, with offices across North America, LOC-AID simplifies and manages the
complex technical and approval interfaces of location-based services (LBS) for mobile
developers. LOC-AID also offers a portfolio of location-enablement services including
geo-fencing, geo-coding, map appends and location analytics.

For more information, visit www.loc-aid.com

© 2011 LOC-AID Technologies, Inc.
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